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DETAILED ACTION 
Response to Amendment 

1 . This action is in response to the amendment filed on January 8, 2009. Claims 1- 
38 were originally pending consideration. Per the received amendment, no claims were 
cancelled or added. 

2. Claims 1-38 are currently being considered. 

Response to Arguments 

Applicant's arguments filed on January 8, 2009 have been fully considered but 
they are not persuasive for the following reasons: 

The Applicant argues that the Cited Prior Art (CPA), Pasieka (U.S. Patent 
6,587,945), does not teach that the original document has an electronic, verifiable 
provenance. This argument is not found persuasive. A "provenance" is defined as the 
origin or the source of something. Therefore, an electronic, verifiable provenance, 
would be an electronic or digital verifiable source. The CPA discloses that an image is 
created and stored at the server, wherein the imager ID or author ID are used along 
with an image sequence number, and that the author private key, is used to create an 
image signature (column 4, lines 1 7-55). The author ID is the source or origin of the 
image, is analogous to the provenance, and the private key is also evidence of the 
source or origin of the image. This image signature which uses the author's private key 
and/or the author ID, is analogous to a provenance as it is evidence of the source or 
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destination of the image. Furtliermore, tine CPA discloses that "the purpose of the 
encryption is to provide proof that the author is the originator of the image, and that the 
image has not been altered by others since it was signed" (column 4, lines 49-57). 
Therefore, the provenance (origin) of the image would be verified, and since the 
invention takes place on a computer system, wherein the image can be a scanner, 
camera (column 4, lines 15-25), it is also electronic. 

Therefore, the rejection for the claims is maintained as given below. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described In (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an International application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed In the United States 
only If the International application designated the United States and was published under Article 21(2) 
of such treaty In the English language. 



Claims 1-15, 17-34, 36 and 38 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Pasieka (U.S. Patent 6,587,945). 
Regarding claim 1, Pasieka discloses: 

A computer system accessible remotely by a user to authenticate a document. 



comprising: 
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a memory configured to store electronic image data corresponding to an original 
document having an electronic displayable verifiable provenance (column 4, lines 13- 
18: server stores the image), and separately derived electronic displayable verification 
information corresponding to the provenance of at least part of the original document 
(column 4, lines 49-55: form an image signature), and 

an output configured to provide said image data and said verification information 
for display by the user to authenticate the original document (column 5, lines 55-65: 
image, origin, integrity are displayed to a user). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses: 

A computer system according to claim 1 wherein the image data has been 
obtained from an authenticated source, and the verification information includes data 
corresponding to the provenance of the authenticated source (column 5, lines 55-65: 
image, origin, integrity are displayed to a user). 

Claim 3 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses: 

A computer system according to claim 1 wherein data is fed to and from the 
memory under the control of a repository (column 4, lines 13-15: servers signs and 
stores tlie image, and then can submit the image to another secure server). 
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Claim 4 is rejected as applied above in rejecting claim 3. Furthermore, Pasieka 
discloses: 

A computer system according to claim 3 wherein the verification information 
comprises data concerning the provenance that has been subjected to authentication by 
the repository, and the verification information being configured to signal to the user that 
the repository provides such authentication (column 4, lines 50-55, column 5, lines 4-9: 
digital signature of the image to prove the origin). 

Claim 5 is rejected as applied above in rejecting claim 2. Furthermore, Pasieka 
discloses: 

A computer system according to claim 2 wherein data stored in the memory 
cannot be altered by users (column 4, lines 48-55: image is encrypted then stored so it 
cannot be altered). 

Claim 6 is rejected as applied above in rejecting claim 3. Furthermore, Pasieka 
discloses: 

A computer system according to claim 3 including apparatus to receive the image 
data from a remote location (column 4, lines 25-30: server sends image to secure sever 

over a network). 

Claim 7 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses: 
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A computer system according to claim 1 including a scanner for scanning an 
original document to produce said image data (column 4, lines 15-24: imager can 
include a scanner). 

Claim 8 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 

discloses: 

A computer system according to claim 1 including a repository agent including 
apparatus operable to send image data corresponding to an original image to the 
repository (column 4, lines 25-30: ser\/er sends image to secure sever over a network). 

Claim 9 is rejected as applied above in rejecting claim 8. Furthermore, Pasieka 
discloses: 

A computer system according to claim 8 wherein the repository agent is operable 
to send the image data together with source authentication information to indicate to the 
repository that the image data has been sent from the agent (column 4, lines 30-35: ttie 
transmission will identify the author and the imager device). 

Claim 10 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 

discloses: 

A computer system according to claim 1 wherein the verification information 
comprises predetermined accreditation indicia to be viewed by a user concurrently with 
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the image data for autlienticating individual parts of the original document (column 5, 
lines 55-65: image, origin, integrity are displayed to a user). 

Claim 11 is rejected as applied above in rejecting claim 1. Furthermore, Pasieka 
discloses: 

A computer system according to claim 1 wherein the verification information 
comprises accreditation data to be viewed by a user in a separate field associated with 
the image data for authenticating the original document (column 5, lines 55-65: image, 
origin, integrity are displayed to a user). 

Claim 12 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses: 

A computer system according to claim 1 wherein the image data and the 
verification information are stored in a common electronic file (column 4, lines 17-25: 
wherein the image can be any file). 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Pasieka 
discloses: 

A computer system according to claim 12 wherein the file is a PDF file (column 4, 
lines 1 7-25: wherein the image can be any file). 
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Claim 14 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses: 

A computer system according to claim 1 including a server providing said 
memory and operable to host a website at which said image data and verification 
information is viewable by a user to authenticate the original document (column 5, lines 

55-67: wherein a server is used to view the images, and wherein it is inherent that the 
server can act like a web server). 

Claim 15 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses: 

A computer system according to claim 1 wherein said output is connected to the 
Internet (column 4, lines 27-29: image can be sent over a public network). 

Claim 16 is rejected as applied above in rejecting claim 1 . Furthermore, Pasieka 
discloses; 

A computer system according to claim 1 wherein said image data and verification 
information in the memory is password protected so that the user can only gain access 
thereto by use of the password (column 5, lines 10-13: wherein there are different 

password pairs). 

Claim 17 is rejected as applied above in rejecting claim 1. Furthermore, Pasieka 
discloses: 
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A computer system according to claim 1 wlierein tine image data and tlie 
verification information corresponding to tlie original document when stored in the 
memory collectively has an individual addressable identity (column 4, lines 31-35: 
image record stored with an image ID). 

Claim 18 is rejected as applied above in rejecting claim 1. Furthermore, Pasieka 
discloses: 

A method of operating a computer system according to claim 1 to provide said 
image data and said verification information for display by the user to authenticate the 
original document (column 5, lines 55-65: image, origin, integrity are displayed to a 
user). 

Regarding claim 19, Pasieka discloses: 

A method of displaying a document for authentication, comprising: 

creating electronic image data corresponding to an original document having an 

electronic displayable verifiable provenance (column 4, lines 15-24: imager can include 

a scanner), 

providing electronic, displayable verification information corresponding to the 
provenance of at least part of the original document (column 5, lines 55-65: image, 
origin, integrity are displayed to a user), and 
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displaying the image data and tine verification information, to permit a user to 
authenticate the document (column 5, lines 55-65: image, origin, integrity are displayed 
to a user). 

Claim 20 is rejected as applied above in rejecting claim 19. Furthermore, Pasieka 

discloses: 

A method according to claim 19 including receiving the image data from 
an authenticated source (column 5, lines 55-65: image, origin, integrity are displayed to 
a user), storing the image data for display (column 4, lines 13-18: server stores the 
image), and creating the verification information for the received image (column 4, lines 
49-55: form an image signature), wherein the verification information includes data 
corresponding to the provenance of the authenticated source (column 5, lines 55-65: 
image, origin, integrity are displayed to a user). 

Claim 21 is rejected as applied above in rejecting claim 19. Furthermore, Pasieka 
discloses: 

A method according to claim 19 including authenticating the source of the image 
data (column 5, lines 55-65: image, origin, integrity are displayed to a user). 

Claim 22 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 

discloses: 
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A method according to claim 18 including feeding the image data and the 
verification information to a memory under the control of a repository for display to users 
wishing to authenticate the original document (column 4, lines 13-15: servers signs and 
stores the image, and tlien can submit tine image to another secure server). 

Claim 23 is rejected as applied above in rejecting claim 22. Furthermore, Pasieka 
discloses: 

A method according to claim 22 wherein only the repository can change the data 
in the memory (column 4, lines 48-55: image is encrypted then stored so it cannot be 
altered). 

Claim 24 is rejected as applied above in rejecting claim 22. Furthermore, Pasieka 
discloses: 

A method according to claim 22 wherein the verification information comprises 
data concerning the provenance that has been authenticated by the repository (column 
5, lines 55-65: image, origin, integrity are displayed to a user). 

Claim 25 is rejected as applied above in rejecting claim 24. Furthermore, Pasieka 

discloses: 

A method according to claim 24 wherein the repository communicates with the 
source of the image data to determine the provenance thereof and to develop said 
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verification information (column 5, lines 55-65: image, origin, integrity are displayed to a 
user). 

Claim 26 is rejected as applied above in rejecting claim 22. Furthermore, Pasieka 
discloses: 

A method according to claim 22 including feeding the image data to the 
repository from a remote location (column 4, lines 25-30: server sends image to secure 
sever over a networl<). 

Claim 27 is rejected as applied above in rejecting claim 22. Furthermore, Pasieka 
discloses: 

A method according to claim 22 including sending send image data 
corresponding to an original image from a repository agent to the repository (column 4, 
lines 1 2-1 5: image is originally sent to a server which signs and stores it). 

Claim 28 is rejected as applied above in rejecting claim 26. Furthermore, Pasieka 
discloses: 

A method according to claim 26 including sending the image data together with 
source authentication information to indicate to the repository that the image data has 
been sent from the repository agent (column 4, lines 30-35: the transmission will 
identify the author and the imager device). 
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Claim 29 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 
discloses: 

A method according to claim 18 including configuring the verification information 
to include predetermined accreditation indicia viewable concurrently with the image data 
for authenticating individual parts of the original document by a user that authenticates 
the document (column 5, lines 55-65: image, origin, integrity are displayed to a user). 

Claim 30 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 
discloses: 

A method according to claim 18 including configuring the verification information 
to comprise accreditation data to be viewable by a user in a separate field associated 
with the image data for authenticating the original document (column 5, lines 55-65: 
image, origin, integrity are displayed to a user). 

Claim 31 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 
discloses: 

A method according to claim 18 including storing the image data and the 
verification information are stored in a common electronic file (column 4, lines 17-25: 

wherein the image can be any file). 

Claim 32 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 
discloses: 
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A method according to claim 18 including storing the image data and the 
verification information are stored in a common electronic PDF file (column 4, lines 17- 
25: wherein the image can be any file). 

Claim 33 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 

discloses: 

A method according to claim 18 including hosting a website at which said image 
data and verification information is viewable by a user to authenticate the original 
document (column 5, lines 55-67: wherein a server /s used to view the images, and 
wherein it is inherent that the server can act like a web server). 

Claim 34 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 
discloses: 

A method according to claim 18 including authenticating the original document by 
viewing said electronic image data and the corresponding verification information 
(column 5, lines 55-65: image, origin, integrity are displayed to a user). 

Claim 35 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 

discloses; 

A method according to claim 18 wherein said image data and verification 
information is password protected so that a user can only gain access thereto by use of 
the password, and including supplying the password to a user to permit the user to 
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authenticate tine original document (column 5, lines 10-13: wherein there are different 
password pairs). 

Claim 36 is rejected as applied above in rejecting claim 18. Furthermore, Pasieka 
discloses: 

A method according to claim 18 wherein the image data and the verification 
information corresponding to the original document collectively have an individual 
addressable identity and including supplying the individual addressable identity to a 
user to permit the user to access the data and information for authenticating the original 
document (column 4, lines 31-35: image record stored with an image ID). 

Claim 37 is rejected as applied above in rejecting claim 35. Furthermore, Pasieka 
discloses: 

A method according to claim 35 including supplying a hyperlink to the user 
(column 5, lines 1 0-1 3: wherein there are different password pairs, and it is well-known 
to supply information via hyperlinks) 

Regarding claim 38, Pasieka discloses: 
A computer system comprising: 

a unit for processing an electrical signal for displaying a document for 

authentication to be received by a client computer operated by a user who wishes to 
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authenticate tine document (column 4, lines 10-40), wherein the electronic signal 
comprises: 

an electronic image data corresponding to an original document having a 
verifiable provenance (column 4, lines 13-18: server stores the image), and 

electronic, displayable verification information corresponding to the provenance 
of at least part of the original document (column 5, lines 55-65: image, origin, integrity 
are displayed to a user). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAVEH ABRISHAMKAR whose telephone number is 
(571)272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kaveh Abrishamkar/ 
Primary Examiner, Art Unit 2431 

IK. A./ 
05/07/2009 

Primary Examiner, Art Unit 2431 



